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Abstract. Blockchain is a disruptive technology and interest in its adop-
tion is growing across many market sectors in Industry 4.0. However, the
blockchain adoption is limited by the difficulty in managing private keys
and wallets to interact therein. This paper describes the integration of
a consortium blockchain within e-learning platforms. The adoption of
blockchain in the e-learning platform maximises the reliability, verifia-
bility and sharing of micro-credentials. The proposed solution aims at
eliminating the difficulties of managing keys and wallets. The enhance-
ment in the reliability of micro-credentials is particularly important in
learning environments and in companies that want a guarantee of effec-
tive training of employees. The present article, in line with the European
privacy framework, exploits the potential of blockchain without compro-
mising user data protection.

Keywords: blockchain - smart contract - online learning - micro-credential
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1 Introduction

Industry 4.0 was launched in 2010 by the German government as a strategic
initiative aiming to integrate new technologies derived from “Information and
Communication Technologies” into the industrial environment [29]. Among the
technologies of interest in Industry 4.0 we find artificial intelligence, the Inter-
net of Things and certainly the blockchain. In particular, the blockchain is an
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in “Blockchain & Distributed Ledger Technology”, under the National Recovery and
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emerging and potentially disruptive technology due to its transparency, decen-
tralisation, and security properties. The significant features of blockchain tech-
nology are the use of cryptographic primitives, to manage authentication and
data integrity, and the use of distributed algorithms, to conduct peer-to-peer
communications. The adoption of blockchain technology in Industry 4.0 was
favoured by the introduction of so-called smart contracts, digital contracts exe-
cuted within the blockchain [2]. The blockchain began as a public peer-to-peer
network, used as a public distributed ledger without restrictions. However, the
lack of restrictions is problematic in corporations where privacy requirements
and access control mechanisms are needed. To fill this gap, recently advanced
frameworks have been implemented to build private blockchains such as Hyper-
ledger Fabric and Hyperledger Besu [8] which are capable of meeting privacy
and access control requirements. The adoption of private blockchain allows the
application of blockchain in Industry 4.0 and generates several benefits in many
sectors.

For instance, the blockchain in the energy market can streamline energy pro-
duction and consumption, helping to monitor pollution levels while promoting
a peer-to-peer energy market [5]. In the manufacturing sector, the blockchain
along with the integration of IoT devices, can optimise production processes.
In agribusiness, the adoption of blockchain can help to monitor the food sup-
ply chain and guarantee access to healthy food, in terms of secure and safety
food [17]. Similarly, blockchain adoption could have some beneficial impacts in
the educational field and specifically in the e-learning platforms, e.g. Learning
Management Systems (LMS) and Course Management Systems (CMS), used for
professional training in several different companies that adopted the Industry
4.0 policies. Industry 4.0 requires specialising professionals with specific skills
and knowledge of their job sector. Many researchers observe the lack of trained
employees with adequate training, including lifelong learning, creates the risk of
a transition from technological unemployment to structural unemployment [19].
To train their employees, many institutions and many businesses offer them on-
line training courses and digital technologies designed for distance education,
and remote and online learning. However, the use of online training courses can
lead to the risk of counterfeiting of the results [26]. Moreover, the methods used
for the verification process can be cumbersome and too slow [23]. In this way,
the adoption of blockchain technology in the business oriented to the Industry
4.0 policies can produce several benefits, e.g. the increasing the trustworthiness
of the certificates issued and to accelerate the verification process, facilitating
the sharing of the certificates itself.

This paper aims to explore the potential of integrating blockchain with micro-
credentials in online courses delivered through e-learning platforms, to increase
the trustworthiness of the certificates in the labour market and the education
system. The paper is structured as follows: Section 2 describes the main features
of micro-credentials and blockchain, followed by some related works. Section 3
deeps the potential of micro-credentials through a case study of an e-learning
platform. Section 4 proposes the adoption of blockchain in the e-learning environ-
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ment as a tool to improve the reliability of certificates, simplify their verification
and improve sharing. Section 5 demonstrates that the smart contract-driven ap-
proach implemented aims to run the blockchain invisibly to the end user while
also protecting user privacy. Finally, section 6 by the European regulatory frame-
work in this field summarises the reasons for the adoption of micro-credential in
Industry 4.0 and illustrates the conclusion.

2 Background, Related Work and Contribution

2.1 Micro-Credentials

The wide increase of Massive Online Open Courses (MOOC) and the innovation
in online learning led to the development of micro-credentials. Micro-credentials
represent small-scale learning programmes aimed at acquiring specific knowl-
edge and skills in selected topics that meet the needs of learners to increase
their abilities in specific sectors that can involve not only professional develop-
ment but also personal, social and cultural goals. The need to attract specialists
in the new emerging technologies and the rapid potential problems of unem-
ployment make the Micro-credentials particularly suitable for the Industry 4.0.
Indeed, the micro-credential provides specific knowledge, skills and competen-
cies that meet labour market needs [20] and offer to both provider learners
and provider employers, the assurance that the promised learning outcomes will
be achieved. The European Union (EU) adopts the micro-credential approach
for lifelong learning and employability to develop quality education and imple-
ment a vocational training policy. Additionally, the EU recommends certifying
learning objectives, such as short e-training courses, through the adoption of
micro-credentials. Micro-credentials can help individuals fill skill gaps necessary
for success in a fast-changing environment, without replacing traditional quali-
fications. Various providers could design and issue these credentials in different
learning settings, including e-learning courses. Despite the EU sponsoring the
adoption as a tool to acquire new professional knowledge and skills and despite
their increasing use [9], in the legal field and IT area, there is no common def-
inition or standard for micro-credentials in Europe. This lack of clarity limits
the understanding and uptake of micro-credentials, undermining their potential
to facilitate flexible learning and career pathways. The increasing and diverse
use of micro-credentials raises a debate on evaluating, certifying, and ensuring
micro-credentials. The current debate throughout Europe is centred on the in-
corporation of micro-credentials into national qualifications systems and frame-
works, as well as the establishment of conditions for their recognition. However,
in the Member European States, there are notable differences in approaches,
with varying national perspectives on the description and assessment of qualifi-
cations.

2.2 Blockchain

The blockchain is a disruptive technology that aims at maximising the trans-
parency, traceability and security properties of the actions carried out by the
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participants of the blockchain itself. The cornerstones of the blockchain lie, firstly
in the use of distributed algorithms to manage peer-to-peer communications be-
tween network participants, and then in the use of cryptographic primitives that
guarantee authentication in the interaction and integrity of the data. Given these
characteristics, the blockchain is an ideal technology to overcome the validity
criticism of the certificates provided by e-learning platforms [4].

Furthermore, the advent of smart contacts allows to extend the basic func-
tionality of the blockchain, making it possible to define complex logics that go
beyond the simple movement of an asset. However, although several types of
blockchains exist today and frameworks for building custom blockchains suit-
able for corporate and private contexts are also emerging, at the same time the
adoption of blockchain in numerous contexts faces several barriers. The barri-
ers are technical, due to the lack of experts to support the management of the
blockchain, and functional, as users do not have the necessary knowledge to un-
derstand the functioning of the blockchain and the management of public and
private keys, and wallets needed to interact with the blockchain itself [27].

The public blockchains are distributed databases that seek to achieve decen-
tralisation by replacing a unitary actor with many different users. In this mean,
for private blockchains is easier than their public counterparts to comply with
some aspects of General Data Protection Regulation (GDPR) [13,12].

2.3 Related Work

The authors in [10] propose a feasible integration of the Ethereum public blockchain
with an educational institution in order to register the students’ achievements
and verify it through a QR code. Similarly, the authors in [15] propose the ar-
chitecture of a feasible model that aims at integrating the blockchain with an
education system. The architecture aims to make the educational process more
transparent, traceable and easily verifiable by companies or other interested par-
ties.
The authors in [22] propose a possible integration of the Moodle platform with
the public Ethereum blockchain for the validation of the documents produced
by the platform itself, storing the hash of the documents produced on the
blockchain. In the same way, the authors in [18] propose the integration of the
Moodle platform with the Ethereum blockchain to store the metadata associated
with the digital certificates produced by the platform, while the authors in [21]
provide an integration of the blockchain for the verification of the badge as a
certification.
Regarding micro-credentials, the authors in [16] propose EduCTX, a system in
which users interact directly with the blockchain and keep their skills as points
obtained via ERC20 tokens.
We did not find other works with concrete proposals, but only surveys that
partially inspired the present work [3,1].

In the examined approaches, the use of blockchain has been proposed for
maintaining the metadata relating to any certificates. In many of the works
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presented, the integration of a public blockchain was proposed and the issues of
costs and privacy were not adequately expressed or were not expressed at all.

2.4 Contribution

Our approach involves implementing a consortium blockchain that enables users
to interact with the blockchain without managing private keys and wallets, main-
taining user privacy. Moreover, the skills gained by the users are kept in specific
smart contracts that aim to be real CVs. The main outcomes of this study can
be summarised as follows:

1. Integrate a consortium blockchain in e-learning education systems, specifi-
cally applied to Micro-Credentials, to maximise the trustworthiness of the
certificates and speed up their verification processes.

2. Present the design of smart contracts to make digital certificate verification
faster, transparent and accessible, and enable end users to interact with the
blockchain indirectly.

3. Propose a system for recording and sharing training curricula based on the
micro-credentials certificates collected by users, safeguarding the privacy of
the individuals involved.

3 E-learning platform and Micro-Credentials

In the field of e-learning platforms related to micro-credentials, a consortium
of organisations offers online courses aimed at acquiring specific knowledge and
skills required in the labour market, in line with the needs of Industry 4.0.
The platforms offering online services, the institutions registered, the courses
provided by the institutions and the candidates wishing to improve their knowl-
edge are the main actors currently involved in e-learning platforms based on
micro-credentials. Different institutions can co-exist in a single platform. Each
institution offers specific short-term training online courses aiming at helping
people to develop specific knowledge and skills, allowing users to tailor their
learning to the topics they are interested in and to open up the training avail-
able from different countries. Several instructional designers during the design
of the micro-credentials consult the learners to find out what topics meet their
professional learning needs [30] according to the vision of Web 2.0 pedagogy
that allows the learners to become more active and co-producers of the teaching
material. The design of micro-credentials based on LMS, indeed, is usually char-
acterised by features that encourage the applications of pedagogical strategies
such as the peer learning and wiki [24]. These features can include not only tradi-
tional text documents but it can also include exercises, quizzes blogs, discussion
board [25]. The actors involved in the e-learning consortium are represented by
the institutions and the learners, identified as “candidates”.

Figure 1 (left side) shows the main actions that an institution can perform
within an e-learning platform. Institutions can register their affiliation with the
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Fig. 1. The sequence diagram shows the interactions and operations that an institution
(on the left) and a candidate (on the right) can carry out on e-learning platforms for
Micro-Credentials.

e-learning consortium and then they can create new courses including learning
contents, provide a final assessment and set badges criteria. The on-line courses
have been designed as self-learning, without the need for instructors to be in-
volved in assessments or issuing certificates.

Figure 1 (right side) shows the main actions that a candidate can perform
within an e-learning platform. The learners, once registered, can improve their
knowledge and skills by enrolling in new courses, attending the course in self-
learning and completing the required tests to obtain the certificate that repre-
sents the acquisition of new skills. The certificate can be downloaded from the
platform.

However, LMS platforms are still managed by humans and the risk of coun-
terfeiting certificates remains a concern [14], although the issue of fake diplomas
has increased in recent years thanks to advanced graphics editing software. Be-
cause of the increasing certification demand and the fake qualifications in the
labour market, today it needs major control on the credentials [7]. The verifica-
tion process could depend on the staff’s experience in investigating credentials
and a trusted network of professionals who may have knowledge of how to ver-
ify the documents. In addition and unfortunately, it is possible that some staff
members in different institutions such as administrators, instructors, and office
employees may be involved in the production of fake certificates and diplomas
[28]. The combination of these factors demonstrate the need to develop tools
able to combine credibility and agility in labour market data. Furthermore, the
qualifications held by various students generally become fragmented and difficult
to share efficiently. The next section explores blockchain integration, aimed to
increase the trustworthiness of the certificates issued, speed up the verification
processes and simplify the shareability of the qualifications held by students.
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4 Consortium Blockchain within E-Learning Platforms

The integration of a consortium blockchain within e-learning platforms repre-
sents a possible solution to overcome the issues described in the previous section.
The proposed solution aims at facilitating the management of private keys and
wallets for end-users when interacting with the blockchain. This task is dele-
gated to the e-learning platform which is the first manager of the blockchain.
Once registered, institutions can request to participate in the management of the
blockchain, making it more decentralised. In this way the security of the pro-
posed solution and the credibility of all the actors involved should be increased.
Figure 2 shows the structure of the smart contracts implemented to increase
the trustworthiness of the certificates issued by the different institutions and to
speed up the verification of the qualifications obtained by the different candi-
dates. The relationships between the smart contracts shown in Figure 2 represent
the actions of the institutions (7.1, I.2) and the actions of the candidates (C.1,
C.2, C.3) in the case study illustrated in Figure 1. The management of smart
contracts follows a tree structure. The smart contract placed at the root of the
tree is the only access point to the blockchain, and therefore the only access to all
other smart contracts. The other smart contracts are dynamically assigned and
managed by the ELearningPlatform.sol smart contract, allowing the registra-
tion of institutions Institution.sol and candidates Candidate.sol. An institution
sends a request to the platform when it wants to make the registration on the
platform. Once the platform receives the request, it registers the institution on
the FLearningPlatform.sol which dynamically allocates a new smart contract.
Each institute is placed at the first level of the tree and can create new courses.
When an institute adds a new course, it is registered to its Institution.sol smart
contract, which dynamically allocates a new Course.sol smart contract. The
smart contracts located at the second level of the tree, identified as leaves of the

ELearningPlatform
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Course CX N
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Fig. 2. Smart Contracts architecture.
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tree, represent the various courses created. The main actions performed by the
ELearningPlatform.sol are listed below:

Register an institution (I.7): This action allows the registration of a new
institution.

Register a course (I.2): This action allows an institution to create a new
course.

Register a candidate (C.1): This action allows the registration of a new can-
didate.

Course subscription (C.2): This action enables the enrolment of a candidate
into a course.

Course passed (C.3): This action enables a candidate to complete the assess-
ment and obtain a certificate upon passing the exam.

Course verification : This action aims to simplify the verification process.
The verification process requires the involvement of both the platform and
a third party to verify the certificate obtained by the candidate. The third
party checks the candidate’s skills through a simple query to the e-learning
platform providing the candidate identifier, the institution identifier, and the
course identifier.

The interaction between the user and the blockchain must be invisible. In
particular, the user continues to interact with the platform as if the blockchain
doesn’t exist. A Solidity implementation of all smart contracts shown in Fig-
ure 2, along with relevant details, can be inspected thoroughly in a dedicated
repository?.

The proposed approach is designed for a consortium blockchain that might be
implemented using Hyperledger Besu [8]. This solution is not feasible for public
blockchains due to the size of the byte-code of the ELearningPlatform.sol, which
requires specific customisation. Furthermore, a public blockchain approach could
discourage participants due to privacy issues and high transaction costs.

The Candidate.sol smart contract represents a starting point for creating an
effective curriculum vitae recorded on the blockchain. This approach increases
the credibility and verifiability of Micro-Credentials obtained by candidates.
Candidates can easily be shared between different institutions via the ELearn-
ingPlatform.sol. Two actions are taken to preserve privacy. Firstly, during the
registration phase (Figure 1 - C.1), the user’s sensitive data is kept off-chain
within the e-learning platform. Secondly, only one identifier is stored in the
Candidate.sol smart contract (Figure 2 - C.1).

4.1 Institutions and Candidates Actions

The main actions performed by an institution consist of the registration into
the e-learning platform and the creation of new courses. The initial operation
that an institution can take is the registration on a platform (I.1). Then, the

* https://github.com /alessandrobigiotti/micro-credentials-smart-contracts



Title Suppressed Due to Excessive Length 9

e-learning platform needs to associate the institution’s access credentials with a
pair of keys. The pair of keys allows the identification of the institution within
the blockchain. The platform uses the newly created keys to invoke the func-
tion registerInstitution through the ELearningPlatform.sol smart contact.
This smart contract dynamically allocates a new Institution.sol smart contract,
owned by the institution and registered on the platform. After the registration
phase, the institutions can create new courses (I.2) available for various candi-
dates. When a new course is created, the platform invokes the registerCourse
function using the credentials associated with the specific institution. This in-
stitution dynamically allocates a new smart contract Course.sol associated with
the specific institution.

The Candidate.sol smart contract aims to be an effective digital curricu-
lum vitae because it collects all the qualifications and skills acquired by each
candidate. When a user registers on the platform (C.1), the system invokes
the function registerCandidate via the ELearningPlatform.sol smart contract,
which dynamically allocates a Candidate.sol smart contract. The user registra-
tion phase is a sensitive process as it involves sharing personal information such
as name, surname, address, and tax code, or other data depending on the plat-
form’s requirements. In this study, all sensitive data is kept off-chain within the
platform. A unique code that identifies the student is kept within the blockchain
and no sensitive data is shared. The Candidate.sol smart contract tracks the
activities carried out by the candidate during its interactions with the platform.
After the candidate registration, the main actions needed to be maintained on
the blockchain are the enrolment in a course (C.2) and the final test to issue the
certificate (C.3). When a candidate enrols in a course, the platform sends a trans-
action. This transaction updates the status of the smart contract Candidate.sol,
and indicates the enrolment in a new course through the courseSubscription
function. Similarly, the platform updates the status of the same smart contract
by recording a transaction indicating the successful completion of the selected
course through the passCourse function.

5 Discussion

The use of blockchain technology in the education sector raises several challenges.
According to the authors in [11], a big challenge is the functional adoption of the
blockchain technology. The involvement of trainees, educators, instructors and
managers in the use of blockchain is not currently easy and sustainable. There-
fore, this study aims to enable users to interact with the blockchain indirectly
with a silent integration of this technology into e-learning platforms. However,
in the future each user will need to manage their own keys, as if they are the
access credentials to the e-learning platform.

Other challenges to consider are the verification of the authenticity of a certifi-
cate and the need to use third parties solutions [31]. In this work, the blockchain
acts as a validator for the certificates held by candidates, without the need to
implement third parties. The e-learning platform must guarantee the reading
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access to the blockchain, linking sensitive data with the related smart contracts,
allowing third parties to carry out checks on the status of the certificates held
by the various candidates. This feature makes the verification process fast and
efficient. Moreover, the Candidate.sol smart contract acts as a collector of all
the certificates received by the candidate. It also eliminates the fragmentation
of the different certificates and facilitates their sharing with any interested third
party. Furthermore, based on recent research involving interoperability proto-
cols between blockchains [6], this smart contract implementation can allow the
sharing of students between different platforms. It can also improve the sharing
of candidate training data and overcome the fragmentation criticism potentially
associated with micro-credentials.

This case study presents a crucial aspect in terms of user privacy, paying at-
tention to the privacy of the final users [11, 31]. In fact, sensitive candidate data
is not stored within the blockchain, but is saved off-chain and managed directly
by the platform. Candidates have a unique identifier that will be stored within
the blockchain, creating a link to the user’s sensitive data. This approach permits
to track the certifications held and holdable by candidates without keeping sensi-
tive data on the blockchain. The main advantage of this approach is the real data
protection, because those using micro-credentials in the blockchain do not use or
share sensitive data, but use an anonymous identifier. The results illustrate the
significant impact of blockchain to enhance the reliability of micro-credential in
the light of the European regulatory framework. Similar results need synergetic
work between lawyers, computer scientists and institutions to create a specific
regulatory framework for a disruptive technology, such as blockchain.

6 Conclusion

In this work, a consortium blockchain is integrated with micro-credentials through
an e-learning platform to increase the trustworthiness, verifiability and shar-
ing of completion certificates. The proposed solution aims to make the inter-
action with the blockchain invisible to the users involved, facilitating its adop-
tion. In addition, the solution proposes a new approach that allows the col-
lection of micro-credentials to realise a certified curriculum vitae, validated by
the blockchain. The adoption of blockchain technology ensures that the value of
micro-credentials is known, understood and recognised both in the labour mar-
ket and the education system such as stable, reliable material. In this way, the
knowledge and skills of learners and the employers’ proposals strengthen their
validity and increase the user’s trust. Currently, the European Commission is de-
veloping tools, software and services that will form part of the European Digital
Credentials (EDCI) Infrastructure and the experimentation of the blockchain
in the micro-credentials field can be a good way to implement the vocational
training policy (IGG), combining credibility and agility in labour market.
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